UJDO

URZAD OCHRONY DANYCH 0SOBOWYCH

AK KOPUCTYBATUCSHA NPABAMU, TAPAHTOBAHUMU 3ATAJIbHUM
PEFMTAMEHTOM 3AXUCTY NEPCOHAJIbHUX AAHUX (RODO)?

AK NTOAATU CKAPTY AO ronosu YNPABJIIHHA 3AXUCTY
NEPCOHAJIbHUX AAHUX (UODO)?

AK BAXUCTUTU NEPCOHAJIbHI AAHI?

KOPUCHI KOHTAKTU OPTAHI3ALLIHX, 1KI AONOMATAIOTb

HOW TO EXERCISE THE RIGHTS GUARANTEED

HOW TO LODGE A COMPLAINT WITH THE PRESIDENT

HOW TO PROTECT PERSONAL DATA?

USEFUL CONTACTS TO INSTITUTIONS PROVIDING HELP



AK KOPUCTYBATUCH NMPABAMU, TAPAHTOBAHUMMU
3ATAJIbHUM PEMNMAMEHTOM 3AXUCTY NEPCOHAJIbHUX

AAHUX (RODO)?

3aranbHUIA PernameHT NpPo 3aXMCT NepPCoHaNbHUX
naHnx (RODO) — ue aKT, AKuiA besnocepeaHbO
3aCTOCOBYETLCA B YCiX AeprkaBax-yieHax
€sponericbkoro Cotosy, B EAMHOMY NOPALKY
peryntooym nNpasa rpomaasaH Ta 0608’A3KM

aAMIHiCTpaTOpiB AaHUX.

MepcoHanbHi AaHi — ue iHbopMaLia, AKa NiATBEPAKYE
Ta ineHTUdiKkye Bally ocoby - Le im's, npi3suLLe,
ajpeca NpoXuBaHHA, Homep TenedoHy, agpeca

€/1eKTPOHHOI NOLITK abo AaHi NPO MiCLLE3HAXOAMKEHHS.

O6pobKa NnepcoHanbHUX JaHUX — Le BCi BUAM
BIANbHOCTI, AKI BUKOPUCTOBYIOTb NEPCOHANbHI AaHi,
HanpuKknag, 36ip, 36epereHHA, ynopaaKyBaHHS,

36epiraHHA, nepernsag, BAKOPUCTaHHA abo 0bMiH.

3aranbHUIA PernameHT NpPo 3aXMCT NepPCoHaNbHUX
naHnx (RODO) Hagae ¢isnyHMm ocobam baraTo npas,
AKi 4,03BONAIOTb KPaLLE KOHTPONOBATU NEPCOHAbHI

OaHi.

YnpaBniHHA 3aXUCTy NEPCOHANbHUX AAHMX MiArOTyBaNo
10 nopag, Wwoa0 BUKOPUCTaHHSA NpPaB, rapaHTOBaHWX
3arasibHUM pernameHTOM NPo 3aXUCT NEPCOHANbHUX
AaHunx (RODO).

By maete npaBo 3HaTK, L0 CTAaHETbCA 3 BalULMMMU

AaHUMU

B1 NOBMHHI 3HaTK, XTO, Ha AKiM NiACTaBi Ta 3 AKOIO
MmeToto 06pobiAe Balli NepcoHasbHi AaHi. Komnania
YM YCTaHOBA, AIKa BONogi€ Bawmmmn gaHnmm,
30608’A3aHa NoBiAOMUTI Bac npo e, TaKoX

30608B’s13aHa BKa3aTy, AKi npaBa Hagae Bam RODO. Bam

Ma€ byTu HaZaHo AOCTYN A0 BalLMX NEePCOHaNbHUX

OaHuWX, NPaBO BMNPABAATH iX, BUAANATM, OOMeKyBaTH
06pO6KY AaHMX, NnepesaBaT, BUC/IOBOBATH
3anepeyeHHA abo oTpMmyBaTH iHpopMaL,ito Npo
aBTOMATM30BaHe NPUMHATTA PilleHb, BKAOYAKOUM
npodintoBaHHA. MNpn BUKOHAHHI iHPpopMaLinHNX
30608B’A3aHb a4MiHICTPATOP TaKOXK NOBUHEH BKA3aTH,
AK AOBro BiH 36epiratume Bawi gaHi, Ta HagaTH
KOHTaKTHi AaHi IHCMeKTopa 3axmMcTy NepCcoHaNbHUX

AaHunx (I0D), AKLWO Taknit 6yB NpU3HA4YEHUN.

Bam HagaHO [038BiN B 6yab-AKUIA Yac BigKAMKaTH
CBOIO 3roay Ha 06pob6Ky gaHux

AKwo niacrasoto ana 06pobKm Balumx aaHux € Bawa
3rofa, BUsAB/AEHa CBigoMo Ta 4obpoBinbHO, Bam
Ha4aHO NPaBo BiAKAMKATK ii B Byab-sKniM Yac, i ue He
NOBUHHO CAPUYNUHUTU }KOAHUX HEFATUBHUX HACNIAKIB
(Hanpwuknag, 36iNbWEHHA NAATX 3@ NOCAYTU NOHAA,
CTAHAAPTHY cymy). Mam’ATanTe, WO BiAKAMKATK 3rogy

Ma€ ByTU Tak caMo NIerko, AK i HaaaTu .

Mpo 06po6Ky NnepcoHaNbHUX AaHUX BU NOBUHHI 6yTH

noiHpopmosaHi y 3po3yminuii ana sac cnocié

Bca HagaHa Bam iHpopmau,ia, cTocoBHO 06po6KM
NepcoHaNbHUX AaHKUX, Mae byTn cdopmynboBaHa B
YiTKil, NpOoCTi Ta 3po3yminin ana Bac dopmi. Lle TakoxK
CTOCYETbCA iIHPOPMALIMHNX NOBIAOMAEHb, NOB’A3aHUX
i3 BUKOPUCTaHHAM iHTepHeT-cepBiciB abo MobinbHMX
Jopaatkis. AKWO By ix He po3ymieTe abo iHpopmaLiis

€ HeJ0CTAaTHbO 3P03YMiNo AnA Bac, 3BepHiTbCcA A0
agMiHICTpaTopa 3a A043aTKOBUMM NOACHEHHAMMN Y

uiv cnpasi. Y MonbLli odiLiMnHO MOBOIO ABASETLCA
No/ibCbKa, TOMY YCi MOBiAOMNEHHs ByayTb HaAicnaHi
LLIEHD MOBOIO, a/1€ iX TAKOXK MOXYTb 40AATKOBO

nepeknagaT Ha iHWi MOBMW.
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Bu maete npaBo 6yTu 3a6yTum (BuganeHHAa aaHux),

da/ieé He 3aBXgu

Xouya RODO Hagae npaBo 6yTK 3abyTMMm (BUAANEHHS
AaHnxX), Nnam’sTaliTe, WO BOHO He € abCONOTHUM.

Bu MoKeTe nogaTh 3anuT Ha MOro BUKOHAHHS,
HanpUKNag, KoM AaHi CTann HenoTpibHUMM Ans
[OCATHEeHHA NepeabayvyBaHuWX Linen, gaHi byam
06pob6aeHi He3aKoHHO abo Bu BiaKAMKanuM ceoro

BUKOPUCTAHHA.

OpaHak nam’aTaiiTe, WO He y BCiX BUNaZKax Bam
HaZaHO NPaBo Ha BMAANEeHHA AaHux Lle mae micug,
HanpuKaag, KoAu NeBHa opraHisauia (HanpuKknag,
LLKOAA, FPOMaAChbKa YCTaHOBA UM KANiHiKa) 3myLLeHa
BMKOPWMCTOBYBATM Balli AaHi AN BUKOHAHHSA

NOKNAAEHUX HA HET IPUANYHNX 3060B’A3aHb.

Bu maete npaBo 6yTu noiHpopmoBaHUMM NPO

nopyLweHHA B 06pobui Bawmx gaHux

BuTik aaHmx, BTpaTa abo po3ronoLeHHs CTOPOHHIM
ocobam, HaxKanb, TPANAAETLCA, | AKLWO Lie CTAHOBUTb
ons Bac cepiosHy 3arposy, He gMByKHTeCA, WO
agMiHicTpaTop noBiaoMmnTb Bac npo e — ue 1oro
npAaMnin 0608’A30K. Tomy AOTPUMYIMTECH MOTO
iHCTPYKLiN, 3aBAAKM AKMM Bn 3moXKeTe MiHimi3yBaTh
3arposy. lHogi, HanpuKknag, 3miHa napons B IHTepHeT-
cuctemi abo 6/10KyBaHHA AOKYMEHTIB A03BO/IUTL Bam
3aXMCTUTU CBOI AaHi | YHUKHYTU, KpaaixKKn ocobuctmx
AaHMX i NOB’A3aHMX 3 MM HaCNiAKiB, HAaNpUKAag,

OTPMMAHHA KpeauTy Big BalLOro imeHi.

AKWO y Bac BUHUKAN CYMHIBK, 3BEPHITbCA A0
agMiHicTpaTopa abo NpU3Ha4YeHoro HUM iHCNEeKTopa i3
3aXMCTy NEPCOHANbHUX AAHUX, AKWUIA MAE AOMNOMOITH

Bam y Takin cuTyauii.

AIKwo Bu He norogrKyetecb Ha 06po6Ky AaHUX -

MapPKEeTUHr noBuHeH GYTM npUNUMHEHUM

AKLWOo Bawi AaHi BUKOPUCTOBYHOTLCSA B MAPKETUHIOBMX

Linax, Tobto ana Toro, Wwob cyb’ekT mir npeacTaBUTU
Bam npono3uuito ToBapis abo nocnyr, Bu maete npaso
BiAMOBUTUCA Big, AaHUX NOCAYT B ByAb-AKKNIA Yac.Y
BMMNaAKy BigMmoBM 06pobKM AaHMX, Bawi AaHi binblie

HE MOXYTb BUKOPUCTOBYBATUCA B TAKUX Ll,iI'IﬂX.

3axucTiTb gitei Big HeA06POCOBICHUX Al

AKWwo Bn asnsetecb 6aTbkom abo onikyHOM ocobu,
AKa He gocarna 16 pokis, nam’ATalTe, L0 KONM BOHA
KOPUCTYETLCA T.3B. iHGOPMaLIMHMMKM NOCAyramu
cycninbcTBa (HafaHWX B €/1EKTPOHHOMY BUINIALI),
TO6TO couianbHi Mepexi, Nporpamm um irpu, To Bu
BMpaXKaeTe 3roay Ha 06pobKy NeEPCOHANbHUX AAHWUX
HenoBHO/ITHbOT 0CobW. Lle BaXKIMBO, OCKIi/IbKM AiTH
YaCTO MeHLLE YCBIAOMIIOKOTb PU3MKM Ta HACNioKN
06p06KM iXHiX NnepcoHanbHUX AaHmx. RODO BKasye,
Lo M cnif, HaZaBaT 0COBAMBUNIA 3aXMCT, KOAIU TXHI AaHi
BMKOPWUCTOBYIOTLCA B MAapPKETUHIOBUMX Liinsax abo npu
CTBOPEHHI 0cobUCTMX Npodinis. 3BepHiTb yBary Ha Te,
YW NOBIJOMANEHHA, AKi IM HAZCMNAE agMiHICTpaTop,

HanMcaHi B 3p03yminii ana Hux Gopmi.

MNo-nepwe, BUMaraiite Big agmiHictparopa

peanisyBaTtu Bawi npasa

AKLWO B BBaXKaETeE, LLLO XTOCb HENPaBUILHO 06pobase
BalUi AaHi, cnoYaTKy 3B’ sXKiTbCA 3 agMiHicTpaTopom
(abo npusHayeHMm HUM iHcnekTopom IOD) i
NOMpPOCiTb NOACHEHHA abo BUKOHAHHA Baworo 3anuTy,
HanpuKAag, CNpoCcTyBaHHA AaHUX, PEECTPALLIIO CKapru,

BUAOANEHHA OaHUX.

Bu moXKeTe BUMaraTu BigLuKoayBaHHA 36UTKIB y cyai

Mam'aTtalite! AKLWO cybeKT, AKM Bonoaie Bawmmu
OAHMMMK, BUKOPUCTOBYE ix Bcynepey RODO, i B
pe3ynbTaTi uboro Bu 3a3Hanu martepianbHOI Ym
MOPasbHOI LUKOAM, MOXKeTe BMMaraTu Big, Hboro
BiZLLKOAYBAHHSA, iHILiIOOYN CYA0BUIA PO3INAL.

Bu maete npaBo Ha Ue, He3aNneXHO Bi,ﬂ, TOro,

yum 36upaeTteca By nogasaTtu ckapry 4o fonosu

yl'lpaBﬂiHHﬂ 3axXnUCTy NepCoHaIbHUX OaHUX.




AK NOAATU CKAPTY 4O ronosu YMnpPABJIIHHA 3AXUCTY

NEPCOHAJIbHUX AAHUX (UODO)?

KokeH, XTO BBarKag, O MOro npaea y chepi 3axmcTy
NepcoHanbHUX AAHUX MPYLLEHO, MOXKe NoAaTn

CKapry Ha agMmiHictpatopa o lonosu YnpasniHHA
3aXMCTy NePCOHaNbHUX AaHUX. CKaprn MoXxKyTb 6yTH
noAaHi B NUCbMOBI abo eneKkTpoHHIN dopmi. Ckapra
HaMNpPaB/AETbCA B €N1EKTPOHHY CKPMHBKY [0/10BM
YnpaBniHHA, nicnsa 3anosHeHHA POPMYNAPY y
BMMNAAI «3aranbHOro MCTa 40 AEPPKABHOI YCTaHOBU Y,

[OCTYNHOro Ha nopTtani ePUAP2.

Mam’aTaiTe, WO KOXKHA CKapra NOBUHHA MICTUTH:

- Bawe im'a,npi3BuLe Ta agpecy NporKMBaHHS;

- 3a3HaYeHHA cyb6'eKTa, HA AKMI BU NOJAETE CKapry
(Ha3By / im's Ta Npi3BULLE Ta aapecy 3apeecTpoBaHOro
odicy / micusa NpoXKMBaHHA);

- AeTaNbHUIM ONUC NOPYLUEHHS;

- Baw 3anuTt — aknx Aain Bu ouikyeTe Bia YnpaBAaiHHA
3aXMCTY NePCOHANbHUX AaHUX (HaNpUKag,
BMAANEHHA AaHWX, BUKOHAHHA iHGOpMaLLiMHMX
3060B’s13aHb, BUMPaB/IEHHA AaHNX, OOMEXKeHHs
06pObKM AaHUX TOLLLO).

- nianuc;

He 3abyabTe oaaTv [OKa3w, WO NiATBEPANKYOTb
HenpaBwbHY poboTy aaMiHicTpaTopa (Hanpukiag,
JINCTYBAHHA 3 aAMiHICTPAaTOPOM, JOTOBOPY,
cepTdikaTi),Le NoNerwmTb OLHKY CUTYyaLil

npauiBHUKam YnpaBniHHA.

Ckapru, B AKMX He BKa3aHO Baluoro npi3sulya, imeHi Ta
aapecwu, 3anmwatotbea 6e3 po3ragy Yepes BiACyTHICTb

KOHTAKTY 3 NO3nBa4YEM.

AK 3BAXUCTUTU NEPCOHAIJIbHI A AHI?

MepcoHanbHi AaHi Ay»e UiHHI, 3aBAAKN HUM By
MOMKeTe OTPMMaTK JoCTyn A0 6baraTbox TOBapiB Ta
nocnyr. Ane iX TaKOX MOXYTb BUKOPUCTOBYBATM B LLINAX
MapKeTMHIY Ta Npoaaxy abo, Ha Xanb, Y 3104UHHUX
uinax. Ana Kpaworo 3axXMCcTy NepcoHanbHUX aHUX
KOXHOT NtoaAnHM Ta ix 6e3nevyHoi 06pobKu, B
€sponeiicbkomy Cotosi icHYtOTb cnewianbHi NpaBuna,
CTBOPEHI 3 METOI 3aXUCTY AaHUX — Le 3aranbHui

pernameHT 3axMCTy NepcoHanbHUx gaHux (RODO).

YnpaBAniHHA 3aXUCTy NePCOHaNbHUX AaHMX HadaE
KilbKa HaBaXKNUBILLMX NOpaj, WOoA0 3aXMUCTy Bawmx

NnepCcoHanbHUX AaHUX.

1. ByabTe yBaXKHi, 3BepTaiiTe yBary Ha Te AKy

iHpopmaLito npo cebe BU noaacte B iHTepHeTi, a

TAKOX, KoMy nogaere yto iHpopmauito

bysae, Wwo Bu HagmipHo ginuTeca iHbopmauieto

npo cebe B iHTEPHETI, @ B cOUMepPeErKax Ainureca
iHpopmaLieto npo cebe, cBi MaltHOBWUIA CTaH, Micue
po60TH, Noaii y Balwomy NOBCAKAEHHOMY YKUTTI,
AinnTeca micuem po3TallyBaHHA, 3aBaHTAXKYETe
doTorpadii. 3aBAAKKN LbOMY IHTEPHET CTAE AXKEePEsoM
3HaHb Npo Bawi nornagm, noBeAjiHKy AK NOKyNuUA Ta
iHTepecu. Lli gaHi 03BONAOTL Bigginam mMapKeTUHTY
Pi3HMX KOMMaHIN, KopuUrysaTu Ta agpecyBaTtu nig,
Bawi 3anuTtuK cBoi npono3suuii. Taky iHpopmauito
TAKOX MOXKYTb BUKOPUCTOBYBATM LLAXPAi Y 3N104YUHHUX
uinax, cobnmeo aKwo Baw npodinb € NOBHICTIO
3arafibHOAOCTYNMHUM, Y TaKOMy BMNaaKy Bu moxete
6yt NigaaHi BUKOpUCTaHHIO Bawnx gaHux 6e3
Bawworo Bigoma Ta 3rogu Bcynepeu uinam, ana akux Bu

Hadanu ui aaHi.




2. He 3anuwaliite AOKYMEHTHU NiA 3acTaBy

3rigHO 3 3aKOHOM, 3aTPUMaHHA Nig, 3acTaBy ID-KapTKM
abo nacnopTa 6e3 3aKOHHOI Ha Te NiACTaBMN KapaeTbeA
3aKOHOM. BTpaTta nocsigvyeHHa ocobm abo nacnopty
MOXe NPUBECTM [0 TOrO, WO Liei LOKYMeHT byae
BMKOpMCTaHO 6e3 Balloro Bigoma 4m BUpPaKeHol
3rogum, LLO, y CBOIO Yepry, CTBOPIOE PU3UK KPaLiXKKK

ocobucTmx AaHUX.

3. He po3Bonsiite pobutu Konii

AK NpaBMO, He BapTO NOrOAKYBaATMCA HA KONitOBAaHHA
[LOKYMEHTIB, L0 NOCBiAYYOTb 0COBY. JlnLue B NEBHUX
CUTYyaLifX Lie A0oNYCTMMO, Y BUMAAKax, Kou Le
£103BoNSE 3aKOH. Konm agMmiHicTpaTop BUMarae Konito,
HanpuKknag, Baworo nacnopTy, NONpPOCiTb MOro
BKa3aTh Bam npaBoBy NiACTaBy, AKa HaK/Na4A€ Ha

HbOro 060B’A30K Lie 3po6UTH.

B iHWKX BMNaAKax, Hanpukaag, opeHaa obnagHaHHsA,
LA MPAKTUKa NPOAOBIKYE HapaXKaTh HacC Ha Ti cami

He6e3I'IeKM, TOMY HE NOoroaXyemMocsa Ha Le.

4. He nepepaaBaiite cBOi AaHi no Tene¢poHy
YHUKalTe nepegadi AaHux no TenedpoHy, ocobmso
KON He BM iHiLitOETe A3BIHOK, @ XTOCb TeNedOHYE
BaM. [JMCTAHLINHNIN OBMiH AaHUMU € PU3UKOBAHUM,
OCKIi/IbKM HEBIAOMO, KOMY Hacnpasai NnepeaatoTbea

OaHi.

MepeKkoHanTeca, KOMy Hacnpasai NnepesaeTe CBOi AaHi
nig Yac TenedoHHOI PO3MOBMY, i, AKLWO HeobXiaHO,
3BepudiKkyiTe HOMEpP, HaNpUKIag, Nepeas3BoHiTb

i nepeBipTe, Y1 AaHUIM Homep | ocoba Hacnpasg,i

npeacraBaAOTb Cy6€KT, Ha KNI BOHW NOCMIAIOTbCSA.

5. ByabTe 06eperKHi Npu 3aN0BHEHHI Pi3HOMaHITHUX
dopmynspis, y 1KMX BM nogaeTe CBOi AaHi

ByabTe ob6epeXkHi Npun 3aNoBHEHHI Ta NiANUCAHHI
Pi3HMX BUAIB aHKeT, 61aHKiB Y1 AOroBOpIB.
MoaymainTe, um AincHO Bu xoueTe CTBOPUTU KapTKy

NOANBbHOCTI B MarasuHi ANnAa oTPUMaHHA 3HUXKOK abo

[0A4aTKOBMX aKLi. Y TakKMX cuTyauiax Bu Hapaete

MarasmMHam CBOE iM’si,Npi3BuLLe, agpecy, AaTy
HapOAKEHHSA, agpecy eNeKkTPOHHOI NOWTH, HOMep
TenedoHy, a HATOMICTb OTPUMYETE aKLii, Bay4yepu Ha

3HWMKKM Ta LOAATKOBI NOAAPYHKM NP MOKYML.

Cnig nam’staTty, WO agMiHICTPAaTOP NOBUHEH BUKOHATHU
nepen Bamu cBoe iHpopmaliitHe 3060B’A3aHHS,

Tob6TO HagaTM Bam HeobxiaHy iHpopmalLiito Npo

cebe, HagaBLK, 30KPeEMaA, Ha3BY, KOHTAKTHI AaHi Ta
KOHTAKTHI AaHi iIHCNeKTopa 3 NepPCOHaNbHUX AAHUX
(AKLLO BiH NpU3HAYeHWUI), BKa3aTu 414 4YOro, 3 AKOH

METOHO Ta Ha AKil1 NPaBOBIlA OCHOBI BOHW 0OPOO/IAHOTH AaHi.

6. YHMKaUTe HaAaHHA HagMiPHOI KiNbKOCTi AaHUX
He HapgaBaiTe *KOAHUX AaHUX, AKI 403BONAIOTL NOBHY
iaeHTUdIKaL,jo, AKWO Lie He € HeobXiAHUM B AaHil
cuTyau,ii, HagMipHUX gaHux. AKWo Bam notpibHO
CKOPMCTAaTUCA NEBHOIO NOCAYIOK0, HaZaNTe NnLe

Ti AaHi, AKi HeobxiaHi AnA i BUKOHAHHA — YBaXKHO
nogymamTte Npo HagaHHA TUX, HAaZaHHA AKMX

no3HayeHo AaK HeoboBs’asKose.

7. 1 norogKytochb...

MepL HiX NigTBEPANTM BCi 3roamn, AKi [,03BONAIOTb
06p0o6KY Balmx nepcoHanbHUX AaHMX, 3'ACyiTe, AKUX
OaHUX BOHUM CTOCYIOTbCA. 3BEPHITb yBary,un y Gpopmi

3rogun BOHM He BM6paHi 3a 3aMOBYYBaAHHAM.

TaKoK yBaXKHO NPOYMTAITE, Ha O NOLUMPIOOTLCA
nonoXeHHA Npo 3rogy. AKWo Bu cymHiBaeTecs,
CTaBTe 3aMMUTaHHA agMiHiCcTpaTopam. BOHW NOBUHHI
nosigomuTK Bac npo nepioa, NpOTArom AKOro AaHi
6yayTb 06pobaaTMCA, | Npo Balwli npaBa, BKAOYaOUYM
AOCTYN A0 AaHWX, BUNPAB/EHHSA, BUAANeHHA abo
3anepeyeHHsn LWoao 06pobKK, a TAKOXK NPo Te, Ym
6yayTb Bawi gaHi nepegaHi Komycb iHWOMY (iHLWMM

oAeprKyBayam).

Mam’sTaitTe, WO Yacto Bu HapaeTe 3rogy Ha
BMKOPWUCTAHHSA AaHMX Y MAaPKETUHTOBUX LLINAX HE AnLe

agMiHicTpaTopam, a 1 10ro AinoBMM NapTHEPaAM.

AKLLO MOXKeTe, NepesipTe, XTO BOHM i AKI KOMNaHii.




3roam Ha MapKETUHT TPETbOI CTOPOHU MatoTb ByTH

HeoboB’A3KoBMMM, | Bam mae ByTK HagaHO NpaBo

BMOOPY AaBaTK TaKy 3roay UM Hi.

AaMiHiCcTpaToOp NOBMHEH NepeKoHaTUCA, Lo
MOM/IMBICTb BiKNIMKAHHA 3roA4M € TAKOHO XK MPOCTOLO,
AK i 1l HagaHHA, | BU NoBUHHI 6yTM noiHpopmoBaHi npo

NpPaBo BIAKIMKATK 3roay A0 Toro, AK Bu Hagacre il.

8. He BUKMpAaiTe faHi B CMiTTA, NOKM BOHU He
3HULLEHI

Byab-AKi AOKYMEHTHM 3 Bawmmmn AaHMmu - Le Lie oaHe
Axxepeno iHpopmaLii npo Bac, 0co6/1MBO KOAM BOHU
MiCTATb 6araTo pisHoi NepcoHanbHOI iHbopMaLii, Wwo
[03BOAE POOUTM BUCHOBKM Npo Bawy ocoby. Tomy
nepeg, TMM, AK BUKUHYTU SOKYMEHTU B CMITHUK, iX
HeobXigHO 3HMWKUTK (Hanpuknaa, GaKkTypu, paxyHKu),
HOTATKW, HAaKNEMKN Ha YNAKOBKaxX KopecnoHAeHL,i
abo gocTaBneHMX TOBapiB, TAKMM YMHOM, LLLOG BOHM
He NiaNArann BiATBOPEHHIO NEPCOHANbHUX AAHWUX, LLO

MICTATBLCA Ha HUX.

9. Bugansaiite HasaBXau JaHi 3 HociA

Barato gaHux npo Bac moxe 36epiraTncb Ha Bawmx
CTApPUX }KOPCTKUX AMCKaX, KapTax nam’aTi, dneLkax
YM iHWKX HociAX. 3BEPHITb yBary, Lo Bce binblue
iHpopmauii npo Bac 36epiraeTbcs Ha Komn'toTepax,
cmapTdoHax, poTtoanapartax i naaHwerax. MNepu Hix
no36yTnca Taknx NPUCTPoiB abo HOCIiB, Ha3aBKau
BMAANITb 3 HMX AaHi. OQHAK NPOCTOro iX BUAANEHHA
6yae HefoCTaTHbO, OCKIIbKM MOXKHa BiAHOBUTK Barato
OaHWX, TOMy nepes TUM, AK BUKUHYTU Y1 NpoaaTH
HOCIi, BUAANITb 3 HbOTO AaHi, BUKOPUCTOBYOYM
BiANOBiAHE NporpamHe 3abe3neyeHHs. BapTo Takox
Bi4HOBMTU NPUCTPIN A0 3aBOACHKMX HANALUTYBAHb,
Wo6 BiH He Nnam’ATaB NOriHM Ta NAPOAI ANA PiI3HMX
cepsiciB i 4OAATKIB, AKMMM BN KOPUCTYBAUCA,
0cobamnBo TUX, AKMMK Bu aoci kopuctyetecs.

10. BUKOpUCTOBYMUTE NPOrpamu, L0 3aXULLAIOTb
mobinbHi npucrpoi

BuKopucToByliTe NporpamHe 3abesnedyeHHs,

fIKe 3aXMLLLAE MOBIiNbHI NPUCTPOI, cmapTdoH abo

Komn'toTep, Bif HebaxKaHWX Aii 330BHi, HAaNpWKNaa,
LWKiaAMBOro nporpamHoro 3abesneyeHHaA. Kpim
NONYyAAPHUX aHTUBIPYCHUX NPOrpam, 3axX1LLAtoThb Big,
30BHILLUHbOrO BTPYYaHHs, T. 38 bpaHamayep (firewall).
MMOTOYHI OHOBAEHHA BaXK/MBI. 310BMUCHE NPOrpamHe
3abe3neyeHHs, Bif AKOTO Li iIHCTPYMEHTM 3aXMULLAOTb
Hac, CTBOPIOETLCA LWOAHA. Tomy 6e3 akTyanbHoi 6a3un
BipyciB Ta 6a3u WKiANMBUX NPOrpPam aHTMBIpyCHa
nporpama He 6yae NOBHOLIHHO BUKOHYBaTK CBOO

ponb.

11. YHuKaiiTe rpomaacbKMX TOYOK A0CTyny
YHUKalWTe «BiAKPUTUX» TOYOK AOCTYNY, AOCTYNHUX
ONA BCIX Y NOAHUX micuax. AKWo By BuKopuctosyete
MepeXy B roteni um Kade, nepekoHamTecs, Wwo

TOYKa 4OCTYyny, 40 AKOI BU BXoAuMTe, HAaNeXunTb came
TOMYy MicLto, Ae BU 3apa3 nepebysaeTe. AKWoO Bu

He BMEeBHEHI y Libomy, obmerkTe cebe noLyKkom
iHbopMmaLii Ta He BUKOPUCTOBYMTE CNYKOM, AKi
BMMaratoTb BBeAeHHA naponto. Cnig obmexntuco
/ive BUKOPUCTaHHAM Beb-caliTiB, sKi NiaATpMMYyLOTb

npotokon HTTPS, abo BukopuctaHHam VPN-TyHento.

12. Nop6aiite npo naponi

HaliKkpalLie Konu naposi He MatoTb HIYOro CnifibHOro
3 Bawmm 0cobUCTUM KUTTAM, MiCLLEM MPOXKMBAHHS,
Bawmm im’am Ta NpisBULLEM, JATOK HAPOAKEHHS,
imeHamm Balwmx poandis UM 4OMALLHIX TBAPWH TOLLO,
TO6TO iHbOpPMaLLi€ErD, AKY MOXKHA IEFKO NOB’A3aTH

3 Bamu, cnoctepiratoum 3a Bawworo noseaiHKo B

IHTepHeTi abo NnoeaHaTH 3 iHWoto iHpopMaLieto npo Bac.

TaKO)K He BapTO 3anMcyBaTH iX Ha apKyLwi nanepy
abo B 30WKT. HanKkpalle 3anam’aTatm ix, a ue
BAXKKO,0c06/1MBO KO/IM Bam f0BOAMTLCA SI0ryBaTUCA
Ha 6araTbox Beb-caliTax. be3KowToBHI MeHeaKepu
MaponiB MOXKyTb 6yTM KOPUCHUMM B LIbOMY MUTAHHI,
OCKIiNIbKM BOHU A03BOMIAIOTL He TiIbKN reHepyBaTn
BAXKKi AN 310My Naponi,a M 3anam’AToByBaTH ix

3a Bac. 3aBAAKu upomy nerie YyacTile 3miHoBaTH

napo”i, a PU3MK TOrO, LLLO XTOCb iX Ai3HAETbCS,

3MEHLUYETbLCA.




MocTiliHO 3MiHIOMTE Naponi 40 CBOro Komn'toTepa,

€eKTPOHHOI MOLUTH, eNIEKTPOHHMX BAHKIBCbKMX
CUCTEM i HaBITb iIHTEPHET-MarasuHiB, ae y Bac
€ 061ikoBMI 3annc KopucTyBaya. Mpu Lbomy

HamaranTeca BUKOPUCTOBYBATM Pi3Hi Naponi.

13. BcTraHOBiTb 6araTopiBHeBy aBTOpM3aLito
baraTopiBHeBa aBTOPM3aLLiA € BaXK/IMBOK, OCKiNIbKM
3abe3neyye oaaTKoBY He3neKy nig vac Bxoay.

Mpw OTpMMaHHI JOCTYNY, KPiM BBEAEHHA NApONs,
KOPWUCTyBayi NOBMHHI NPOMUTU A0AATKOBY NepeBipKy
ocobu, HanpuKaaga, BBiBLUW KOA,, OTPUMAHUI Ha HOMep

TenedoHy.

14. byabTe 06eperKHi Ta NUAbHI WOoA0 OroNowWweHb
nNpo npauesnawTyBaHHA

HalinowmpeHiwmm npruKknagom MoXKamBoi Hebesneku
BTPATW AaHWX, € NOWYK poboTu. Ha »Kanb, cepep,
npaBAMBUX OrO/IOLEHD € M TaKi, AKIi MatOTb Ha METI
OTPMMATK AKOMOTra binblue AoKNagHOT iIHpopMaL,ito
npo Bac, Tomy BapTo Ay»Ke yBa*KHO aHaNi3yBaTH TaKNi
KOHTEHT i 6yT 0cOBNNBO YBaXKHUM, KON NOTEHLLINHWUIA
poboToaaBeLb xoue, Wob Bu, okpim 6a3oBux Ta
KOHTaKTHMX AaHUX Npo cebe, TaKoXK, HANpPUKNaa,
HaJanu cKaHu Bawnx 4OKYMeHTIB, WO NOCBiaAYYoThL
0coby, Lo He € HEOBXiAHMMM B MPOLECi HalMYy.
PekomeHA0BaHO BMKOPUCTOBYBATM OQILiNHI canTn

npauesnawiTyBaHHA.

Byabre NnUAbHUMMU

36epiraliTe NUAbHICTb, BOHA AONOMOXKe Bbepertu
Bawi nepcoHanbHi AaHi nepeg NoTpanaaAHHAM 40
PYK HEYMOBHOBAXeHUX L abo ocib, cepen AKMX
MOXYTb 3HaXOAMUTUCb 0CObM (HanpPUKNAL, 3N104NHHI

rpynu, Waxpai, BUKpagaui), aKi oTpmaHy B Liei cnoci6

iHbOpMaLLito BUKOPUCTOBYBAaTUMYTb HE3AKOHHO.

- He BignoBiganTe Ha enekTPOHHI IUCTU Big, Ntogen,
AKNX BU He 3HaeTe, 0cO6MBO KON BOHU NPOCATb

Bac HagaTu Akycb iHpopmaLito npo Bac abo npocaTtb
HAaTUCHYTX Ha MOCMNAHHA YN BIAKPUTU HadicnaHe
BK/IQAEHHA, NPONOHYHOTb 3MiHUTK Baww noriH Ta
naponb.

- TakoK ByabTe 06epeXkHi, KoM KopUCTyEeTecA
nocayraMm enekTPOHHOTo BaHKIHTY Ta 34iCHIOETE
MOKYNKKM Yyepes IHTepHerT.

- NepekoHanTecs, Wwo Bu BxoauTe Ha Be6-canT
iHTepHeT-6aHKiHry 3 Be6-caiiTy 6aHKy, KU Mae
ceptudikat SSL (BigobparkaeTbca B aapecHOMy psaKy
6paysepa).

- NepeBipAnTe marasmHu, B AKMX Bu xoueTe wocb
KYMUTKU: YM ICHYIOTb BOHW B3araJii, UM € y HUX BigryKu,
YK BOHM ifeHTUPIKOBAHI, A& BOHM PO3TaLLOBaAHI,

YW HAJAETLCA KOHTAKT 3 iXHIM BNACHUKOM i YmM uen
KOHTaKT He 0OMENKYETLCA INLLIE eNIEKTPOHHUM.

AKLLO Y Bac € CYMHIBM LLOA0 6e3NeKN BaLUMX AAHWX,
noaymaiTe, 4m AiicHo Bam noTpibHO KynyBaTh LLOCb Y
LbOro NpoAasLA.

- MepeBipAinTe NpaBuaa Ta NOAITUKY KOHPIAEHLINHOCTI
— YHUKaNTe NPoAaBL,iB, AKI HE HAAAOTb TaKMX
OOKYMEHTIB ab0 MICTATb Y HUX NOIOXKEHHSA, AKi €
3aHAATO 3aralbHUMU, HEYITKUMU YN HETOUHUMM,
chopMynbOBaHMMM HENPABUIbHO FPAMATUYHO YK
NiHTBICTUYHO, OCKINIbKM LLe MOXKe 03HaYaTy, LU0 BOHU
He NianaAatoTb NiA At NOIbCbKOro YM EBPONENCHKOrO

3aKOHO4aBCTBa.

3axMCT NePCOHANbHUX AaHUX AYKE BaXKINBUNA.
3axuwatoum Bawwi nepcoHanbHi gaHi HaneXHUM
YMHOM, MU MOXKEMO OOMEKUTU PUSKK iX

BUKOPUCTAaHHA HEYNOBHOBAaXXEHNMU ocobamu.




KOPUCHI KOHTAKTU OPFAHI3ALLIX, 1KI AONOMATAIOTb:

Y 38’A3Ky i3 CKNaAHOI CUTYALLIEID, CNPUYNHEHY
Hanagom P® Ha YkpaiHy, npubyno gyxe 6arato
BirKeHL,iB, WyKatoum NPUTYAKY | gonomoru. barato
N0Aen, opraHisauin Ta ycTaHoOB A0NOMaratoThb
BirKEHUAM BUPILLYHOYM HAMBAXKAMUBILLI MUTAHHA,
TaKi AK HAAAHHA XUTNA, XapyyBaHHA Ta MeANYHOro

06CcNyroByBaHHs.

Y LUbOMY KOHTEKCTi BapTO TAaKOXX MaTHU Ha yBasi, W0
ocobu, saKki nepebysatoTb Ha TepuTopii EBponeiicbKkoro
Colo3y, MOXYTb CKOPUCTAaTUCA NPaBaMu, BMiLLEHUMU
y 3aranbHOMYy periaMmeHTi 3aXUCTy NepcoHaIbHUX
AaHux (RODO). Y 38’a3Ky 3 uum OpraHisauia 3axucrty
MepcoHanbHux flaHnx (UODO) ctBopuam cneuianbHy
€N1eKTPOHHY aapecy, 3a AKOI0 rpomagaHun YKpaiHu,
AKi nepebyBaloTb Ha TepuTopii MonbLyi, 3MOXKYTb
OTpPMMaTH BCIO HeobXigHy iHpopmaLito, CTOCOBHO
ponomorun - forUkraine@uodo.gov.pl

EneKTpoHHa CKpMHbKa onpaLboByBaTUMe 3BEPHEHHSA
3 8:00 no 16:00.

- pomagamukrainie.gov.pl — ue BaxanBa agpeca,
AKLWO Bu wyKaete ae nepeHodyBaTtu, NoTpebyeTe
rYMaHiTapHOI 4OMOMOrY, TPAHCMOPTY Ta NIATPUMKU B
LUMPOKOMY PO3YMIiHHI;

- Peknamauiii, noBepHeHHA TOBapy Ta npasa
cnokmeaya B MonbLi — yBiNAITb HA CalT YNpaBAiHHA
OXOPOHM KOHKypeHLii Ta cnoxkmsadis (Urzgd Ochrony
Konkurencji i Konsumentéw) —
https://www.uakonsument.uokik.gov.pl/

- KopucHi nopagm woao KopucTyBaHHA Nocayramm

MObiNbHUX ONEPATOPiB MOXKHA 3HANTW HA CaMTI

YnpaBniHHA enekTpoHHOT KomyHiKau,ii (Urzad
Komunikacji Elektronicznej) — https://cik.uke.gov.pl/
aktualnosci-cik/wszyscy-jestesmy-konsumentami,24.
html

- lIHdopmaLis Npo cTpaxoBi KomnaHii Ta 6aHKKM —
nowykosa cuctema — https://www.knf.gov.pl/en/
CONSUMERS/Information_for_the_financial_market_
consumers/Entities_search

- [li3HaliTeca npo cBoi NpaBa, NOB'A3aHi 3
KOPUCTYBaHHAM piHAHCOBUMMM Ta CTPaXOBUMM
NpoAyKTamMM, a TAaKOXK AK Bam moxke gonomortu
diHaHcoBMIM ombyacmeH (Rzecznik Finansowy) —
https://rf.gov.pl/en/important-views/

- IHbopMmaLia Npo NoAOPOKYBAHHA 3aNi3HULELO.
[i3HanTeca npo cBOi NpaBa Ha CauTi YnpasAiHHA
3ani3HnYHoro TpaHcnopty (Urzad Transportu
Kolejowego UTK) — www.utk.gov.pl/ukraina oraz
https://www.utk.gov.pl/en/passenger-rights

- AKwWo Bn nnaHyete BMixaTn 3 Monblui A0 iHWOI
KpaiHK, Ai3HAUTECA NPO OCHOBHI NPaBa CNOXKMBAYa
nig Yac nogopoxi ao €C, Hopserii, Icnanaii Ta
BenmkobpuTaHii — https://konsument.gov.pl/
aktualnosci/podroze-po-europie-twoje-prawa-
konsumenta/

- KorkeH, xTo nepebyBae Ha TepuTopii EBponencbKoro
Coto3y, MOKe KOpMCTYBATUCA NPaBaMM, 3aKPiNJIeHUMM
8 RODO. [letanbHy iHpopMaL,ito Npo Le, a TaKOXK
pekomeHaaLil Woa0 3aXMCTy NepCcoHasIbHUX AaHUX
Ta KOHPIAEHUIMHOCTI, a TaKOXK LWoao be3neyHoro
KOPUCTYBaHHA IHTEPHETOM MOXHA 3HAMTWN Ha CaMTi
YnpasniHHA 3axXMUCcTy NepcoHanbHUx gaHmx (Urzad
Ochrony Danych Osobowych) —

https://uodo.gov.pl/p/forukraine
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HOW TO EXERCISE THE RIGHTS GUARANTEED

BY THE GDPR?

The General Data Protection Regulation — the act
which is directly applicable in all Member States of the
European Union, uniformly regulating citizens’ rights
and data controllers’ obligations.

Personal data means information that allows your
identity to be established. It is your name, surname,
place of residence, telephone number or your e-mail
address or location data.

Data processing means any activities that make

use of personal data, such as collection, recording,
structuring, storage, consultation, use or making
available of data.

The GDPR grants natural persons many rights that
allow them to have more control over their personal
data.

The Personal Data Protection Office prepared 10
tips on how to exercise the rights guaranteed by the
General Data Protection Regulation (GDPR).

You have the right to know what will happen with
your data

You should know who, on what ground and why

is processing your personal data. The company

or institution that has obtained your data should
inform you about it. It is also obliged to indicate your
GDPR rights. You have the right, among others to:
access your data, rectification, erasure, limitation of
processing, portability, objection or the right to be
informed about automated decision making, including
profiling. In performing the information obligation,
the controller must indicate how long it will store

your data and provide the contact details of the
Data Protection Officer (DPO), if the DPO has been
designated.

You have the right to withdraw your consent at any

time

If the informed and free consent expressed by you is
the ground for the processing of your data, you have
the right to withdraw it at any time and this cannot
entail any negative consequences for you

(e.g. increasing the service fee above its standard
amount). Remember that withdrawal of consent

should be as easy as giving it.

You should be informed in a way that is
understandable to you

All information provided to you as regards the
processing of your data should be formulated in a
clear and plain language that is understandable to you.
This also applies to information related to the use of
Internet services or mobile applications. If you do not
understand it or do not understand it enough, ask the
controller for additional explanations. In Poland, the
official language is Polish. All information must be in
Polish, but it may be additionally translated into other
languages.

You have the right to be forgotten, but not always

Although the GDPR has granted you the right to be
forgotten (erasure of data), please note that it is not
absolute. You can request the exercise of this right,
e.g. in case where the data have become unnecessary
for the intended purposes, the data have been
processed unlawfully or you have withdrawn your
consent and there is no other legal ground for their use.

Remember that in not every situation you have the
right to be forgotten. This happens when a given entity

(e.g. a school, a commune or a clinic) must use your




data to fulfil the legal obligation which is imposed on
the entity.

You have the right to information about data breach

Data leakage, data loss or data disclosure to
unauthorised persons — it happens. And this poses a
serious threat to you, so do not be surprised that the
controller informs you about it - this is the controller’s
obligation. Follow its instructions to minimise the
threat. Sometimes, e.g. changing the password in the
Internet system or putting a hold on the documents
will allow you to protect your data and avoid, e.g. the
identity theft and the related consequences, such as

e.g. incurring loans on your behalf.

In case of doubts, contact the controller or Data
Protection Officer who is designated by the controller.

They should help you in this situation.

If you object to the processing of your data -

marketing cannot be carried out

If your data is used for marketing purposes, i.e. to
present you with offers of goods or services, you can
object to this at any time. If you do this, your data may

no longer be used for such purposes.

Protect children from unfair practices

If you are a parent or a legal guardian of a person

under the age of 16, remember that when she or

HOW TO LODGE A COMPLAINT WITH THE PRESIDENT
OF THE PERSONAL DATA PROTECTION OFFICE?

Anyone who believes that his or her personal data
protection rights have not been respected may lodge a
complaint against the controller with the President of

the Personal Data Protection Office. Complaints may

be submitted in written or electronic form.

he uses the so-called information society services
(provided electronically), e.g. social networks,
applications or games, you decide on giving consent
to the processing of his/her personal data. This is
important, because children are often less aware of the
risks and consequences of processing of their personal
data. The GDPR indicates that special protection
should be provided to them when their data is used
for marketing purposes or for the creation of personal
profiles. Pay attention to whether the messages
addressed to them by the controller are formulated in

a language that they can understand.

First request the controller to exercise your rights

If you think that someone is mishandling your data,
contact him or her (or the appointed DPO) first and
ask for explanations or fulfilment of your request, e.g.
rectification of data, recording of objection, erasure of
data

You can claim damages before a court

Remember! If the entity which is in possession of your
data uses it contrary to the GDPR rules and you have
suffered material or non-material damage as a result,
you can claim damages from this entity by initiating
the proceedings before a court. You have the right

to do so regardless of the fact whether you intend to
lodge a complaint with the President of Personal Data

Protection Office or not.

The complaint shall be sent by electronic means
through the Electronic Inbox of the President of the
Office, after completing the FORM —i.e. "General letter
to a public body" available on ePUAP2 portal.




Remember that each complaint must contain:

- your name and surname and address of residence;

- indication of the entity against which the complaint is
lodged (name/name and surname, and address of the
seat/residence);

- a detailed description of the violation;

- your request, i.e. indication of what action you expect
from the Personal Data Protection Office (e.g. erasure
of data, fulfilment of the information obligation,
rectification of data, limitation of data processing,

etc.);

- handwritten signature;

Remember to attach evidence confirming the
controller's incorrect action (e.g. correspondence with
the controller, contracts, certificates). This will make it

easier for the Office's staff to assess the case.

Complaints which do not contain your name and
address will not be further considered due to the

impossibility of contacting you.

HOW TO PROTECT PERSONAL DATA?

Personal data are very valuable, as thanks to them
you can gain access to many goods. However, they
can also be used for marketing and sales purposes
or, unfortunately, for criminal purposes. In order to
better protect every person's personal data and to
process them safely, special legislation which serves
this purpose, that is the General Data Protection

Regulation (GDPR), applies in the European Union.

The Personal Data Protection Office presents some of
the most important tips on how to take care of your

personal data

1. Be careful what and with whom you share about
yourself online

It happens that you excessively share information
about yourself, and in social media you share
information about you, your assets, workplace, events
from your everyday life, you share your location and
upload photos. This makes the Internet a source of
knowledge about your views, consumer behaviour and
interests. These data allow, for example, marketing

departments of various companies to adjust the offer

addressed to you. But also fraudsters may use such

information for criminal purposes. In particular, if
your profile is fully public, you may be exposed to the
risk of your data being used without your knowledge
and consent, contrary to the purposes for which you

provided the data.

2. Do not deposit identity documents

Pursuant to the law, retaining your identity card or
passport without a legal basis is punishable. If you lose
control over your identity card or passport, you are
exposed to the possibility that the document may be
used without your knowledge and will, which in turn

poses the risk of identity theft.

3. Do not allow to make a photocopy

As a rule, you should not agree to the copying of

your identity document. Only in certain situations, it

is exceptionally permissible, when the law allows it.
When the controller demands a copy of, for example,
your ID card, ask him to indicate to you the legal basis
that imposes an obligation on it to do so.

In other cases, such as renting equipment, this practice
still exposes us to the same dangers. Therefore, do not

agree to this.




4. Do not give data over the phone

Avoid providing data over the phone - especially if
you are not the one initiating the call, but someone is
calling you. Sharing data remotely is fraught with risk,
with uncertainty as to whom the data is actually being

provided.

Make sure to whom you in fact provide data during a
phone call, and if necessary verify the contact, e.g. by
calling back and checking whether the number and

person actually represents the entity being referred to.

5. Be careful when sharing data through various forms
Be careful when filling out and signing various surveys,
forms or contracts. Consider whether you really want
to sign up for a shop loyalty card to get discounts or
extra promotions. In such situations, you provide the
shops with your name, surname, address of residence,
date of birth, e-mail address, telephone number, and
in return you receive promotions, discount vouchers,

additional gifts when shopping.

Please, note that the controller must fulfil its
information obligation towards you, i.e. provide you
with the necessary information about itself, including
its identity, contact details and the contact details of
its Data Protection Officer (if it has appointed one),
why, i.e. for what purpose and on what legal basis they

process the data.

6. Avoid providing excessive data

Do not provide all data which allow for full
identification, if it is not necessary in a given situation,
i.e. excessive data. If you must use a given service,
provide only the data necessary to perform that
service - carefully consider providing data that is

marked as optional.

7. 1 consent to...
Before you tick all the consents allowing for the
processing of your personal data, make sure what they

relate to. Pay attention to whether they are ticked by

default on the consent form.

Also read carefully what the consent clauses refer to.
In case of doubts, ask the controllers. They should
inform you about the period for which the data will

be processed and about your rights, including access
to the data, rectification and erasure of data or
expressing an objection to the processing, as well as
whether your data will be transferred to someone else

(other recipients).

Remember that you often give your consent to the

use of data for marketing purposes not only of the
controller, but also of its business partners. If you

can, verify who they are, what companies these are.
Consent for third-party marketing should be optional
and you should be given a choice as to whether to give

your consent or not.

The controller should ensure that the ability to
withdraw consent is as easy as giving it and you should
be informed of your right to withdraw consent before

you give it.

8. Do not throw data in the rubbish until you have
destroyed it

Any documents containing your data constitute
another source of knowledge about you, especially

if they contain a lot of different information allowing
to draw conclusions about you. Therefore - before
you throw documents in the rubbish bin - you should
destroy them (e.g. invoices, bills, notes, stickers on
correspondence packages or delivered goods) in a
way that makes it impossible to recover personal data

contained therein.

9. Permanently delete data from media

Huge amounts of data about you may be on your old
hard drives, memory cards, memory sticks or other
media. Note that more and more information about
you is stored on computers, smartphones, cameras or
tablets. Before you dispose of such devices or media,
permanently delete the data on them. However,

simply deleting them will not be enough as much

of the data can be recovered. Therefore, before you




throw the media away or sell it, delete the data on it
using the appropriate software. It is also a good idea to
reset your device to factory settings, so that it does not
remember logins and passwords to various services
and applications you have used, especially those that

you are still using.

10. Use mobile devices protection software

Use software that protects mobile devices, e.g. your
smartphone or computer, against unwanted external
activities such as malware. In addition to popular anti-
virus software, software that protects against external
interference called firewall may also be useful. Current
updates are important. Malware, against which such
tools protect us, is created every day. Therefore,
without an up-to-date virus database and malicious
applications database, an antivirus program will not

fully fulfil its role.

11. Avoid public hotspots

Avoid "open" hotspots available to everyone in
crowded places. If you use the network in a hotel or
cafe, make sure that the access point to which you

log in for sure belongs to the place where you are
currently staying. If you are not sure, limit yourself to
searching for information and do not use services that
require a password. You should limit yourself to only
using websites with HTTPS protocol or using a VPN

tunnel.

12. Take care of passwords

It is a good idea for passwords to have nothing to do
with your personal life, place of residence, your name
and surname, date of birth, names of your relatives or
pets, etc., i.e. information that can easily be associated
with you by observing your online behaviour or linked

to other information about you.

You should also not write passwords down on a piece
of paper or in a notebook. It is best to remember

them, which is a challenge when you have to log in to

many services. Free password managers can be helpful

in this regard, as they not only generate passwords

which are difficult to break, but also remember them
for us. This makes it easier to change your passwords
more often, and reduces the risk of someone learning
them.

Regularly change the passwords to your computer,
e-mail, e-banking systems, but even online shops
where you have a user account. Try to use different

passwords.

13. Use multi-factor authentication

Multi-factor authentication is essential as it provides
additional protection when logging in. When gaining
access, in addition to entering a password, users
must undergo additional identity verification, e.g. by

entering a code received on a telephone number.

14. Be wary of advertisements

An example of a situation in which you are at risk

of losing data is when you are looking for a job.
Unfortunately, among the genuine advertisements
there are also those aiming at obtaining as detailed
information about you as possible. Therefore, it is
worth to analyse such contents very carefully and be
especially cautious when a potential employer wants
you to provide not only basic information about you
and contact details but also, for example, scans of
your identity documents, which is not necessary in
the recruitment process. It is worth using official job

placement services.

Be vigilant

Be cautious, which may prevent your personal data
from falling into the hands of unauthorised entities
or persons, as they may include those (e.g. criminal
groups, thieves, kidnappers) who will use the

information obtained in this way illegally.

- Do not reply to emails from people whom you do not
know, especially if they ask you for some information

about yourself or encourage you to click on a link or

open an attachment they have sent you, or suggest




you to change your user ID and password.

- Be careful also when using e-banking services and
purchasing online.

- Make sure that you log in to your internet banking
service from a bank website that has an SSL certificate
(visible in the address bar of your browser).

- Verify shops, in which you want to buy something:
do they exist at all, do they have opinions, are they
identified entities, where are they based, is the contact
with their owner given and is the contact limited only
to electronic contact? If you have doubts about the
security of your data, consider whether you absolutely

need to buy from this seller.

- Verify terms and conditions as well as privacy policies
- avoid sellers who do not present such documents or
who present in them provisions that are too general,
unclear or imprecise, grammatically or linguistically
incorrect, as this may mean that they are entities not

being subject to the Polish or European law.

The protection of personal data is very important.
By adequately protecting your personal data, you can
limit the risk of them being used by unauthorised

persons.

USEFUL CONTACTS TO INSTITUTIONS PROVIDING HELP:

Due to the difficult situation caused by the attack of
the Russian Federation on Ukraine, many refugees
came to Poland seeking shelter and help. Many
individuals, organizations and institutions are involved
in providing assistance, taking care of the most
important issues, such as providing accommaodation,
food or medical care.

It is also worth bearing in mind in this context that
people who are in the territory of the European
Union can benefit from the rights given to them by
the GDPR. Therefore, the Personal Data Protection
Office (UODO) launches a special e-mail address
where Ukrainian citizens staying in Poland will be
able to obtain any information in this respect -
forUkraine@uodo.gov.pl .

This e-mail is serviced on weekdays from 8 a.m. to 4 p.m.

- An important website if you are looking for
accommodation, humanitarian aid, transport and
broadly understood assistance —

pomagamubkrainie.gov.pl.

- For information on complaints, product returns,
regulations and rights applicable in Poland in
contacts between consumers and traders (sellers,
service providers) go to the website of the Office of
Competition and Consumer Protection —
https://www.uakonsument.uokik.gov.pl/

- Useful tips on how to use the services of
telecommunications operators can be found on the
website of the Office of Electronic Communications

- https://cik.uke.gov.pl/aktualnosci-cik/wszyscy-
jestesmy-konsumentami,24.html

- Information on insurers and banks - entity search
engine - https://www.knf.gov.pl/en/CONSUMERS/
Information_for_the_financial_market_consumers/
Entities_search

- Learn about your rights when using financial and
insurance products and how the Financial Ombudsman
can help you - https://rf.gov.pl/en/important-views/

- Information on rail travel. Learn about your rights and
options on the website of the Office of Rail Transport
(UTK) - www.utk.gov.pl/ukraina and https://www.utk.

gov.pl/en/passenger-rights
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- If you are planning to travel from Poland to another their rights under the GDPR regulation. For more

country, read the basic information on consumer rights  information on this topic and tips on how to protect
when travelling in the EU, Norway, Iceland and the UK your personal data and privacy and how to navigate
- https://konsument.gov.pl/aktualnosci/podroze-po- the Internet safely, go to the website of the Personal
europie-twoje-prawa-konsumenta/ Data Protection Office - https://uodo.gov.pl/p/

- Persons residing in the European Union can exercise forukraine

URZAD OCHRONY DANYCH 0SOBOWYCH
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